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Abstract The growing concern for information secu-
rity arises from the risks associated with the dissemina-
tion of personal data on the internet and the increasing
incidents of social engineering attacks, which exploit
psychological vulnerabilities. These attacks pose a sub-
stantial threat to individuals and organizations, poten-
tially resulting in significant financial losses. This article
highlights the development of the APSEA tool - Aware-
ness and Prevention Expert System against Engineer-
ing Attacks, an expert system designed to raise aware-
ness and prevent social engineering attacks in public or-
ganizations. The tool aims to make employees vigilant
against such threats, empowering them to identify and
avoid psychological manipulation techniques used by
attackers. Despite existing protective measures such as
awareness training and security policies, APSEA seeks
to contribute to strengthening the human factor in in-
formation security. The article covers key concepts in
information security, presenting interactive modules and
artificial intelligence features to identify vulnerabilities.
A qualitative and performance evaluation of the tool is
conducted, and the results indicate that the adopted
approach is effective in achieving its objectives.

Keywords Social Engineering Attacks - Information
Security - Expert System - Awareness - Mitigation

1 Introduction

The growing significance of digital information brings
both opportunities and security challenges. The ubiqg-
uity of social networking platforms allows attackers to
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collect employees’ data through their online activities,
potentially facilitating attacks on organizations. Given
the crucial role of human decision-making in informa-
tion security, even robust technical safeguards become
ineffective if attackers successfully influence employees
[1].

Social Engineering, a technique using tactics like
persuasion, intimidation, coercion, extortion, or black-
mail, is employed to extract information. Social engi-
neers study human behavior, personality traits, and
body language to manipulate or deceive victims, mak-
ing it a prominent cyber-attack technique. Despite tech-
nological advancements, human error remains a signif-
icant factor in the success of social engineering attacks
[2].

This article introduces the APSEA (Awareness and
Prevention Expert System against Engineering Attacks),
an expert system as a tool designed to raise awareness
and prevent social engineering attacks. The purpose of
the developed tool is to empower employees to recog-
nize and prevent psychological manipulation techniques
employed by attackers. The central aim is to strengthen
the role of the human factor in information security,
making them more vigilant against these threats.

The article’s structure is organized into several sec-
tions to provide a comprehensive understanding of the
content. In Section 2, we will address the context and
background. Section 3 will revisit related works to con-
textualize the article’s contribution. Section 4 details
the project of the APSEA tool, presenting its main
modules and functionalities. Implementation is discussed
in Section 5, followed by a qualitative and performance
assessment in Section 6. Section 7 will host a results.
Finally, in Section 8, we will present our conclusions,
summarizing the main points and contributions of this
study.



2 Background

Some of the basic concepts that are necessary to read
this article are briefly introduced in this section.

2.1 Social engineering and expert systems

In this section, we will provide an overview of the key
concepts related to social engineering and discuss the
importance of awareness and mitigation measures against
these attacks. We will discuss the types of social engi-
neering attacks, the mitigating social engineering at-
tacks and expert systems.

2.2 Types of Social Engineering Attacks

Social engineering encompasses a wide variety of tech-
niques used by attackers to psychologically manipu-
late individuals and gain access to confidential infor-
mation. The main techniques include phishing, quid
pro quo, pretexting, baiting, and tailgating. Each tech-
nique is based on either software or human actions and
focuses on one or more principles of social engineer-
ing. These principles include authority, intimidation,
urgency, scarcity, and familiarity. By leveraging psy-
chology and these principles, attackers can convince or
deceive victims into clicking on a virus-infected link, in-
serting an infected USB into a computer, or exploiting
common courtesy against them [2].

There are different types of social engineering at-
tacks, which can be categorized into physical, social,
technical, and sociotechnical approaches [3].

1. Physical approaches involve physical actions by the
attackers, such as dumpster diving, theft, or extor-
tion.

2. Social approaches are based on sociopsychological
techniques, such as the use of authority, curiosity,
and the creation of relationships with the victims.

3. Technical attacks are primarily conducted through
the Internet, taking advantage of people’s lack of
awareness regarding the disclosure of personal in-
formation and the use of weak passwords.

4. Sociotechnical approaches combine different tech-
niques to create powerful attacks

Social engineering attacks occur across various chan-
nels and can be carried out by both humans and soft-
ware. It is important to note that the boundaries of
these attack types are flexible and constantly evolving.
Understanding these techniques and their mechanisms
is essential for developing effective awareness and pre-
vention strategies.

2.3 Mitigating Social Engineering Attacks

Strategies for dealing with social engineering attacks
can be classified into prevention, detection, and mitiga-
tion [4]. Under prevention, there are two categories: hu-
man user prevention systems and technological preven-
tion systems. Human user prevention systems involve
the implementation of policies and processes within the
organization, as well as cybersecurity awareness pro-
grams and training. Technological prevention systems
include website scanning and research, the use of browser
extensions like TabShots, and the implementation of a
blacklist for malicious traffic.

Detection strategies can be divided into human de-
tection techniques and technological detection techniques.
Human detection techniques involve using humans as
security sensors, dynamic security covers, and social
engineering-centered risk assessment. Technological de-
tection techniques include detecting visually similar phish-
ing web pages using earthmover distance and protection
against forgeries.

As for mitigation strategies, they encompass cyber
fraud, detection of fake social media accounts, social
media awareness, Trojan horse countermeasures, secu-
rity awareness applied to individuals and organizations,
and countermeasures against device-based banking fraud.

Therefore, strategies for dealing with social engi-
neering attacks involve a combination of preventive mea-
sures, detection techniques, and mitigation actions.

2.4 Expert Systems

Expert systems were expected to appear in the late
20th century, as private research into the creation and
application of artificial intelligence [5].

According to [6], Expert system (ES) is a branch of
Artificial Intelligence that makes extensive use of ex-
pert knowledge to solve problems at the level of the
human expert in a specific domain. For [7], the expert
system can be considered as a descriptive programming
language because programmers do not need to specify
how to perform the specific algorithm. Now, there are
various types of expert systems, such as frameworks
based expert systems, thought-based expert systems,
and rule-based expert systems, and so on.

According to [8], knowledge must be presented in
an understandable format to perform any kind of rea-
soning in the expert system, which is known as knowl-
edge representation. The expert system consists of two
components: knowledge base and logical reasoning. The
knowledge base is the first component of an expert sys-
tem and is a collection of information that is in a well-
defined representation. The second component of an ex-



pert system is the logical reasoner that performs all the
necessary thinking on a previously constructed knowl-
edge base. With this logical reasoner we conclude new
information from the previously built knowledge base.
Several methods have been adopted in the construction
of expert systems in different domains, such as Forward
Chaining, Backward Chaining, Fuzzy and the Certainty
Method [6].

These methods for constructing expert systems are
selected based on the nature of the domain and the
characteristics of the specific problem. Each method
has its own advantages and limitations, and the appro-
priate choice depends on the specific application. More-
over, the development of expert systems requires collab-
oration between domain experts and computer science
professionals to ensure an accurate and effective repre-
sentation of knowledge in the system. These approaches
and collaborations contribute to the creation of robust
and reliable expert systems in various contexts.

The next section presents a review of relevant stud-
ies related to social engineering in organizations. These
studies address the threats and trends of social engi-
neering, mitigation strategies, educational tools, and
models to increase awareness and resistance against so-
cial engineering attacks.

3 Related works

A study conducted by researchers identified social engi-
neering as one of the most dangerous threats in the cur-
rent context, due to its potential for stealing confiden-
tial information and its negative consequences for orga-
nizations [9]. Another research proposed detailed mod-
els of social engineering attacks, mapping real-world
examples to an attack framework [9]. Additionally, a
study introduced a multi-stage analysis approach to so-
cial engineering attacks, considering the attacker’s ac-
cidental factors [10].

Several studies have also explored educational strate-

gies and tools to increase awareness and resistance against

social engineering. One work proposed an information
technology governance framework applied in a bank,
with a focus on phishing attack prevention [11]. An-
other study developed an immersive virtual reality ed-
ucational game, called ”The Social Engineer,” to train
players in detecting and resisting social engineering at-
tacks [12].

Furthermore, research has explored the role of em-
ployee training and awareness in combating social engi-
neering. One study demonstrated how compliance with
information security policies can shape employee be-
havior and mitigate risks [13]. Another work developed

a machine learning-based tool to test employees’ re-
silience against social engineering attacks and promote
a culture of information security [14].

In summary, the reviewed studies provide impor-
tant insights into social engineering in organizations.
They address threats, mitigation strategies, educational
tools, and models to increase awareness and resistance
against social engineering attacks. These findings con-
tribute to the understanding and development of ef-
fective information security practices to protect orga-
nizations against psychological manipulation and the
disclosure of confidential information. Based on these
studies, we have identified some gaps in the literature.
However, it is important to note that these gaps present
an opportunity for further research and technological
advancements in this area. Firstly, there is an oppor-
tunity to develop interactive and customized awareness
tools tailored specifically for public organizations, con-
sidering the unique aspects of this environment. Ad-
ditionally, exploring advanced attack detection tech-
niques that leverage the potential of artificial intelli-
gence and behavior analysis offers a promising direction
for future developments. By addressing these opportu-
nities, we can enhance information security measures
against social engineering attacks in public organiza-
tions.

To address these gaps, an awareness tool against so-
cial engineering attacks has been developed in the form
of a specialized system specifically tailored for public
organizations. The choice to initially focus on public
organizations is based on the specific needs of this sec-
tor in dealing with the unique challenges and threats
it faces. Public organizations often handle a high vol-
ume of confidential information and are susceptible to
attacks aimed at compromising the security and con-
fidentiality of this data. Furthermore, laws have been
enacted to establish essential requirements for organi-
zations to provide support and protection for users’ per-
sonal data, such as the General Data Protection Reg-
ulation (GDPR) and the Brazilian General Data Pro-
tection Law (LGPD) [15]. Therefore, it was crucial to
develop a tool that takes into account the specifics of
this environment, offering tailored solutions and strate-
gies to meet its unique needs. By initially directing our
tool towards public organizations, we provide a special-
ized approach that has been effectively strengthened for
awareness and protection against social engineering at-
tacks in this specific context. However, it is important
to emphasize that our tool can be adapted and applied
to other organizations as needed.



4 APSEA System Design

The goal of the work was to develop and validate an ex-
pert system (ES) as an awareness and prevention tool
against social engineering attacks targeting users in the
context of employees within a public organization. The
system aims to educate and instruct on how to avoid
social engineering attacks while also providing vulner-
ability diagnostics for managers. This system has been
named APSEA (Awareness and Prevention Expert Sys-
tem against Engineering Attacks).

A basic structure of an Expert System, as depicted
in Figure 1, typically consists of a knowledge base (heuris-
tic information, etc.), an inference engine (analyzing the
knowledge base), and the end-user interface (accepting
inputs, generating outputs).

Interface Knowledge
acquisition

dge base

il

Inference
Engine

—_—
—

User Interaction
Interface

Fig. 1 Basic Structure of the SE

4.1 Knowledge base

The Knowledge Base is a crucial component for Expert
Systems, serving as the source of information used by
experts [16]. This core element of the system is more
than just a data repository; it is a collection of rules
designed to solve problems logically and directly. It con-
tains abstract knowledge stored in production rules of
the form [If] premise, [Then] conclusion [17].

In the context of APSEA, the construction of the
Knowledge Base was carried out meticulously, incor-
porating practices grounded in the security policies of
Department State of Traffic of Sergipe (DETRAN/SE)
and references to specialized materials. The base covers
a diverse spectrum of social engineering attack types,
reflecting potential threats in the DETRAN/SE envi-
ronment. Close collaboration with security experts and
adherence to organizational guidelines ensured the ro-
bustness and relevance of the knowledge base.

Implementation was done in the PostgreSQL database,

chosen for its widespread use, open-source nature, and
effective management capabilities. Production rules were
kept simple to facilitate ongoing administration and
clear understanding of guidance provided to users. Val-
idation of the knowledge base involved active collabo-

ration with Information Security Analyst, ensuring ac-
curacy and relevance.

Thus, the construction of the Knowledge Base was
a joint initiative, integrating theoretical and practical
knowledge to create a robust and effective tool for aware-
ness and prevention of social engineering attacks.

4.2 Knowledge representation

In the Knowledge Representation phase, our focus was
on developing APSEA to raise awareness among AGIN
(General Information and Communication Technology
Advisory) users at DETRAN/SE about social engineer-
ing attacks and provide educational actions on how to
prevent these attacks. This initiative was driven by cru-
cial information from the I'T Manager, particularly dur-
ing the LGPD (General Data Protection Law) adapta-
tion within the organization.

The need arose in line with LGPD guidelines and
other specific requirements outlined by the DETRAN/SE.
This includes Continuous Vulnerability Management,
Security Awareness, Skills Training, and the Acquisi-
tion of an Incident Response Management Solution.

Under LGPD, DETRAN/SE requires the establish-
ment and maintenance of awareness and security com-
petency training as an integral part of its guidelines.
In this context, APSEA not only meets this require-
ment but also aligns with the ongoing need to assess
and track vulnerabilities, as established in Continuous
Vulnerability Management.

Furthermore, DETRAN/SE demands the acquisi-
tion of an Incident Response Management Solution to
prepare, detect, and respond quickly to attacks. The
developed APSEA features functionalities that directly
contribute to this demand, enabling a proactive ap-
proach to mitigating information security risks.

This flexible and customizable approach, grounded
in the specific needs of LGPD and DETRAN/SE guide-
lines, reflects our commitment to adaptability and ef-
fectiveness in raising awareness and preventing social
engineering attacks.

4.3 Knowledge acquisition and formation

The Knowledge Acquisition and Formation phase in
Expert System (ES) development is vital, involving ob-
taining and processing data for transformation into ap-
plicable models and knowledge. Following best prac-
tices, we conducted a careful survey of fundamental
information. The goal was to obtain relevant data to
construct the APSEA knowledge base effectively. The



process, grounded in DETRAN/SE’s security guide-
lines, prioritized quality, relevance, and specificity in
the acquired information. Continuous feedback and val-
idations, in collaboration with security analyst, ensured
the accuracy and currency of the information. This iter-
ative approach contributed to building a robust knowl-
edge base tailored to DETRAN/SE’s specific needs, en-
hancing the effectiveness and reliability of the devel-
oped APSEA.

4.4 Question Definition

In this phase, questions were precisely formulated to
cover various social engineering attack types, potential
threats to public organization security. Each question,
tailored to the specific nature of an attack, aligns with
best practices and organizational realities. These ques-
tions assess user understanding of attack scenarios like
Phishing, Vishing, Pretexting, Quid Pro Quo, providing
targeted educational guidance. This process establishes
a robust foundation for user assessment and awareness,
significantly enhancing the system’s effectiveness in pre-
venting social engineering attacks.

4.5 Rule Definition

In defining rules for APSEA, we adopted a forward-
chaining approach, starting with user-provided infor-
mation to derive specific conclusions. Each rule follows
the structure ”If [conditions] then [actions],” consisting
of conditions (premises) and actions (conclusions). This
simplification prioritizes clarity, adaptability, and effec-
tiveness in user feedback, aligning with DETRAN/SE’s
request for an easily maintainable and comprehensible
system.

The straightforward rule structure allows quick adap-

tation to emerging social engineering threats, ensuring

system efficiency. This simplicity caters to DETRAN/SE’s

specific needs, facilitating smooth knowledge base up-
dates and minimizing the learning curve for administra-
tors. This strategic choice promotes a transparent and
accessible system for effective maintenance.

The detailed set of questions and rules formulated
during this phase is presented below:

1. Question 1 (Phishing): Do you carefully check
email senders before opening attachments or click-
ing on links?

— Rule 1:

— If Answer =" Always” = Vulnerability Level
="Low”, Feedback = ” Great! Carefully check-

ing senders is crucial to avoid Phishing.”

— Else If Answer = ”Sometimes” = Vulner-
ability Level = ”Medium”, Feedback = ”Be
vigilant! Improving checking can reduce Phish-
ing risks.”

— Else Answer = "Never” = Vulnerability Level
= "High”, Feedback = ”Caution! Verifying
senders is fundamental to avoid Phishing.”

. Question 2 (Vishing): Do you distrust unexpected

phone calls requesting sensitive information?
— Rule 2:

— If Answer =” Always” = Vulnerability Level
= "Low”, Feedback = ”Great! Distrusting
unexpected calls helps avoid Vishing.”

— Else If Answer = ”Sometimes” = Vulner-
ability Level = "Medium”, Feedback = ”Be
attentive! Improving distrust can reduce risks
of Vishing.”

— Else Answer = ”Never” = Vulnerability Level
= "High”, Feedback = ”Caution! Distrust-
ing calls is essential to avoid Vishing.”

. Question 3 (Pretexting): Do you verify the le-

gitimacy of requests for personal information, even
if they seem official?
— Rule 3:

— If Answer =" Always” = Vulnerability Level
= "Low”, Feedback = ”Excellent! Verifying
legitimacy is fundamental to avoid Pretex-
ting.”

— Else If Answer = ”Sometimes” = Vulner-
ability Level = ”"Medium”, Feedback = ”Be
attentive! Improving verification can reduce
risks of Pretexting.”

— Else Answer = "Never” = Vulnerability Level
= "High”, Feedback = ”Caution! Verifying
legitimacy is essential to avoid Pretexting.”

. Question 4 (Quid Pro Quo): Do you refuse offers

of benefits in exchange for confidential information,
even if they seem advantageous?
— Rule 4:

— If Answer =" Always” = Vulnerability Level
="Low”, Feedback = ” Congratulations! Re-
fusing offers in exchange for information is
essential to avoid Quid Pro Quo.”

— Else If Answer = ”"Sometimes” = Vulner-
ability Level = ”Medium”, Feedback = ”Be
attentive! Refusing suspicious offers can re-
duce risks of Quid Pro Quo.”

— Else Answer = ”Never” = Vulnerability Level
= "High”, Feedback = ”Caution! Refusing
suspicious offers is crucial to avoid Quid Pro

Quo.”



5. Question 5 (Baiting): When encountering USB
devices or media intentionally left behind, how do
you react?

— Rule 5:

— If Answer = ”Connect to the computer” =
Vulnerability Level = "High”, Feedback =
”Caution! Connecting unknown devices can
expose your system to Baiting risks.”

— Else Answer = ”Ignore” = Vulnerability
Level = ”Medium”, Feedback = ” Attention!
Ignoring unknown media is a first step, but
assessing the risk is crucial.”

6. Question 6 (Tailgating): Do you allow unknown
individuals to enter restricted areas without check-
ing their credentials?

— Rule 6:

— If Answer = 7 Allow entry” = Vulnerability
Level = "High”, Feedback = ”Caution! Al-
lowing access without checking credentials
can result in Tailgating vulnerabilities.”

— Else Answer = ”Check credentials” = Vul-
nerability Level = ”"Medium”, Feedback =
”Good job! Checking credentials helps pre-
vent Tailgating situations.”

7. Question 7 (Dumpster Diving): When dispos-
ing of documents or devices, do you take precautions
to avoid Dumpster Diving, such as secure destruc-
tion of sensitive information?

— Rule 7:

— If Answer = ”Dispose without precautions”
= Vulnerability Level = "High”, Feedback
= ”Caution! Disposing of information with-
out precautions can result in Dumpster Div-
ing risks. Adopt secure disposal practices.”

— Else Answer = 7 Adopt destruction precau-
tions” = Vulnerability Level = ”Low”, Feed-
back = ”Great! Adopting precautions in de-
stroying information helps protect against
Dumpster Diving attacks.”

8. Question 8 (Shoulder Surfing): When entering
confidential information on your device, do you take
measures to protect against Shoulder Surfing, such
as adjusting your position to avoid prying eyes?

— Rule 8:

— If Answer = "Do not take precautions” =

Vulnerability Level = "High”, Feedback =

” Caution! Not taking precautions against Shoul-

der Surfing can expose sensitive information.
Protect your privacy by adopting preventive
measures.”

— Else Answer = ” Adopt protection measures”
= Vulnerability Level = "Low”, Feedback
= ”Congratulations! Adopting measures to

protect against Shoulder Surfing is essential
to ensure the security of your confidential
information.”

9. Question 9 (Scareware): When encountering alarm-
ing pop-ups or messages on your device, do you stay
calm and verify authenticity, avoiding impulsive ac-
tions?

— Rule 9:

— If Answer = ”"React impulsively” = Vulner-
ability Level = "High”, Feedback = ”Cau-
tion! Impulsive reactions to alarming mes-
sages can expose you to Scareware. Stay calm
and verify authenticity before taking action.”

— Else Answer = ” Verify authenticity” = Vul-
nerability Level = ”Low”, Feedback = ” Great!
Verifying authenticity in the face of alarm-
ing messages is a safe practice to avoid Scare-
ware. Continue to stay calm and act with
caution.”

10. Question 10 (Phishing): Faced with an unex-

pected email offer, how do you decide whether to
share your information or not?
— Rule 10:

— If Answer = ”Share” = Vulnerability Level
= "High”, Feedback = ”Caution! Sharing
information without evaluation can be risky.”

— Else If Answer = ”Ask for more informa-
tion” = Vulnerability Level = "Medium”,
Feedback = ” Good approach! Asking for more
information helps make informed decisions.”

— Else Answer = ”Decline immediately” =
Vulnerability Level = "Low”, Feedback =
”Great! Declining unexpected offers is a safe
practice.”

4.6 Inference Engine

The inference mechanism, crucial in handling knowl-
edge, employs heuristic rules to determine which rules
will be satisfied, prioritizing the most relevant ones. It
can adopt forward or backward chaining in the knowl-
edge base. We chose forward chaining in APSEA, start-
ing with user-provided information and applying rules
for specific conclusions. This allows for efficient progres-
sion, dynamically adapting to user responses, and pro-
viding personalized feedback. This approach aims for
simplicity, adaptability, and effectiveness, reflecting the
concern to make the system accessible and efficient in
raising awareness against social engineering attacks.



4.7 User Interaction Interface

The User Interaction Interface (UI) serves as a cru-
cial communication channel between the Expert Sys-
tem (ES) and users, facilitating information exchange.
It captures user responses to fundamental questions,
recording them in predefined variables. The Ul is vi-
tal for collecting user information and displaying ES
responses. We implemented the UI using the Laravel
framework, a PHP web application framework, and the
PHP programming language, ensuring a robust and ef-
ficient development process. Blade, Laravel’s template
engine, was employed for creating intuitive and expres-
sive views. These technological choices aim to deliver

both effective technical implementation and a user-friendly

interface, contributing to the success of user APSEA in-
teraction.

4.8 System Modeling

Use cases depict individual interactions between the
system and its users or other systems [18]. They are
crucial for describing the functionalities of the system,
aiding in understanding the options provided for stake-
holders and maintainers of the software. The use case
diagram, a Unified Modeling Language (UML) artifact,
uses actors, use cases, and relationships to visually com-
municate the software’s scope. Actors are represented
as stick figures, use cases as ellipses with their names
inside, and relationships as lines connecting actors and
use cases, determining who is responsible for each func-
tionality. To enhance the understanding of the appli-
cation’s flow, a use case diagram was created based on
scenario-driven techniques. Figure 2 illustrates the over-
all use case diagram of the system.
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Fig. 2 Use Case Diagram

4.9 APSEA Architecture

The APSEA consists of three interconnected modules,
each playing a specific role in raising awareness and
preventing social engineering attacks. The overall ar-
chitecture framework is as follows:

1. IT Manager Module: This module plays a critical
role in managing the system’s knowledge base. It
enables I'T managers to handle information relevant
to the system, including data on social engineering
threats, attack techniques, questions, and rules.

2. User Module: Designed for knowledge acquisition,
this module interacts directly with end users. Its
primary function is to provide information, mate-
rials, incident logging, and questionnaires related
to social engineering. During the question sessions,
the Forward Chaining method is applied, thereby
increasing users’ awareness of information security
risks and how to prevent social engineering attacks.
Additionally, users can track their progress within
the system.

3. Risk Manager Module: This module is respon-
sible for applying the Forward Chaining inference
method based on user interactions and data pro-
vided by the IT Manager. From these interactions,
the Risk Manager Module generates reports that
allow the manager to diagnose vulnerabilities and
identify specific areas for improvement within the
organization. This is achieved through the use of
artificial intelligence techniques, allowing APSEA to
provide guidance for mitigating the identified issues.

Risk Manager Module

+ Vulnerability analysis
Inference (Forward

Chaining)
+ Machine Learning
A Tool
wareness Too! IT Manager Module
- :
« in

—

User Module

Fig. 3 APSEA architecture

To visualize the interaction between the modules
and how the tool addressed awareness and prevention
of social engineering attacks in public organizations, see
Figure 3.

When a user interacts with APSEA, they have the
option to access informational materials, log incidents,
as well as perform one of the key actions, which is re-
sponding to the proposed questionnaire. While answer-
ing the questionnaire, the Forward Chaining analyzes



their responses. If a sequence of interactions indicates a
potential social engineering attack scenario, the system
can take preventive measures or alert the user about the
potential threat. In this way, Forward Chaining enables
faster and proactive detection of attempts at psycholog-
ical manipulation and malicious attacks. After complet-
ing the questionnaire, the system provides feedback and
recommendations to the user, aiming to increase aware-
ness of potential risks and enhance overall security.

The integration of these three modules creates a ro-
bust framework that enables APSEA to educate, raise
awareness, and provide solutions for the prevention of
social engineering attacks.

4.10 APSEA Functionalities

The functionalities have been transformed into a com-
prehensive list of activities for each module, forming a
detailed overview of APSEA’s functionalities. The fol-
lowing provides an in-depth exploration of the specific
operations offered within each component of the sys-
tem.

1. IT Manager Module:

— The system should allow the I'T manager to man-
age types of attacks social engineering by regis-
tering, editing, and deleting records.

— The system should allow the IT manager to man-
age materials by registering, editing, and delet-
ing records.

— The system should allow the IT manager to man-
age questions and rules by registering, editing,
and deleting records.

— The system should allow the I'T manager to query
incidents recorded by users.

— The system should allow the IT manager to an-
alyze user assessments.

2. User Module

— The system must enable the user to access avail-
able materials.

— The system must allow the user to perform eval-
uations, learning from questions and feedback,
and assessing the vulnerability level.

— The system must provide the user with the abil-
ity to view the performance of assessments and
receive recommendations on how to avoid types
of attacks.

— The system must facilitate the logging of inci-
dents by the user and provide necessary instruc-
tions if needed.

3. Risk Manager Module

— The system should provide a feature to view de-

tailed assessment reports of users.

— The system must facilitate the diagnosis of vul-
nerabilities and identification of specific areas for
improvement based on user assessments.

— The system must provide data for the Risk Man-
ager to decide on suitable mitigation strategies.

5 Implementation

In this section, we describe in detail the implementa-
tion of the Social Engineering Attack Prevention En-
vironment (APSEA), presenting the crucial steps and
highlighting key aspects of the system.

5.1 Technologies Used

The development of APSEA was conducted using a
careful selection of technologies to ensure efficiency and
robustness. The development environment was estab-
lished in Visual Studio Code, a versatile source code ed-
itor. Furthermore, to simulate the behavior of a server,
we use WampServer, incorporating Apache, MySQL and
PHP. Laravel, a PHP framework based on the Model-
View-Controller (MVC) pattern, was chosen to provide
an organized and agile structure for development.

5.2 Prototypes

Before full implementation, we prototyped the system
screens. These prototypes, although not interactive at
the back-end level, allowed an initial understanding of
the APSEA structure and the identification of future
development needs.

5.3 CRUD of Records

The implementation of Create, Read, Update, Delete
(CRUD) followed Laravel’s MVC architecture. This ap-
proach facilitates efficient management of table records,
covering attack types, materials, questions and rules,
users, incident queries, and assessment analyses.

5.4 Validations

We emphasize the importance of validations to ensure
the integrity of the data entered into the system. Lar-
avel provides standard classes that are applied to val-
idate HTTP requests, maintaining the accuracy of in-
formation essential for information security awareness.



5.5 Module Functions

We highlight the implementation of the functionalities
previously outlined for each module during implemen-
tation:

— IT Manager Module: Allows the registration of
materials, types of social engineering attacks, ques-
tions and rules, as well as querying incidents and
analyzing assessments.

— User Module: Provides access to instructional ma-
terials, assessments, incident logging, and personal-
ized recommendations.

— Risk Manager Module: It is dedicated to consult-
ing detailed evaluation reports and making strategic
decisions based on these reports.

This section provides a comprehensive view of the
implementation of APSEA| highlighting its functional-
ities and the technological base that supports its op-
erations. The system represents a proactive approach
to preventing social engineering attacks, strengthening
awareness and information security in the organization.

6 Qualitative and performance assessment

In this section, we perform a qualitative evaluation to
validate the effectiveness of APSEA (Awareness and
Prevention Expert System against Social Engineering
Attacks). The qualitative approach provides deep and
illustrative insights into the practical application of the
system, focusing on the dynamic understanding of so-
cial relationships [19].

6.1 Study Location

The research took place in 2023 at the Sergipe State
Traffic Department (DETRAN/SE), with an emphasis
on the General Information and Communication Tech-
nology Advisory (AGIN). DETRAN/SE, a state au-
thority, plays a crucial role in implementing traffic and
safety policies.

AGIN, the central location of the study, stands out
for its work in protecting sensitive information, adopt-
ing advanced cybersecurity practices. The assessment
was carried out directly in AGIN operations, ensuring
the validity of the actions implemented against social
engineering attacks.

6.2 APSEA Performance Level Assessment

The APSEA assessment included a testing phase, to-
gether with the completion of the Performance Level

Assessment Questionnaire Likert. Participants, repre-
senting the AGIN team, were guided to explore and test
APSEA, contributing to a comprehensive assessment of
its attributes.

Assessment attributes such as Functional Suitabil-
ity, Reliability, Usability, Performance Level, Compat-
ibility and Security were carefully considered. We use
a Likert scale aligned with ISO/IEC 25010, allowing a
thorough assessment of user satisfaction.

The satisfaction scale ranges from 1 (Not Appropri-
ate) to 5 (Completely Appropriate), as defined by the
ISO/IEC 25010 guidelines (System and Software En-
gineering - System and Software Quality Requirements
and Evaluation - SQuaRE - System and Software Qual-
ity Models) [20].

ISO/IEC 25040 (System and Software Engineering —
SQuaRE — Evaluation Process) is an international stan-
dard that establishes a set of 8 characteristics aimed
at evaluating software, each characteristic is composed
of subcharacteristics, totaling 31 subcharacteristics, re-
lated to the properties to be measured and evaluated to
establish the quality of the software product (ISO/IEC,
2011)

The Table 1 below summarizes the Likert scale, of-
fering the 15 participants a clear basis for expressing
their satisfaction in relation to each evaluated attribute:

The questionnaire was designed to assess partici-
pants’ perceptions and satisfaction regarding various
attributes of the APSEA (Awareness and Prevention
Expert System against Engineering Attacks) tool. The
participants, representing the AGIN team, were actively
engaged in exploring and testing the functionalities of
APSEA.

The evaluation of APSEA in the controlled environ-
ment provided a detailed understanding of its effective-
ness, guided by active participation and feedback from
users. The following section discusses the results and
implications of the assessment, highlighting the impact
of APSEA on awareness and prevention against social
engineering attacks.

7 Results

From November to December 2023, we conducted tests
on the APSEA system with 15 IT professionals from
DETRAN/SE. The participants included various roles,
such as analysts, developers, and managers. The over-
all assessment of APSEA’s performance, as shown in
Figure 4, reveals positive feedback across various at-
tributes.

The evaluation of the developed APSEA in this study
involved calculating the average scores assigned by par-
ticipants for each attribute. The overall mean ratings
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Table 1 Likert Scale to assess user satisfaction level.

Scale Item Definition Score
Not Appropriate Not adapted, does not correspond in any way to the proposed objective. 1
Not very Appropriate Corresponds very little to the proposed objective. 2
Moderately Appropriate Moderately corresponds to the proposed objective. 3
Very Appropriate Intensely corresponds to the proposed objective. 4
Completely Appropriate Perfectly corresponds to the proposed objective. 5

Source: Adapted from [20]

Table 2 Questions in the Likert Scale Questionnaire

Likert Scale Questions

1. Does the software functionality meet what was proposed?

2. How reliable is the system in performing the necessary functions?

3. How much effort is required to use APSEA?

4. What is the APSEA Performance Level?

5. What is the ability to maintain the level of performance over a period of time?

6. What is the Protection of information and data and Level of access for people?

APSEA Performance Grade Assessment

1 2 3 4 5 6 7 8

9 10 11 12 13 14 15

o =~ N w A o o

m Functional Suitability m Reliability Usability

m Performance Level mCompatibility m Security

Fig. 4 Overall Assessment of APSEA’s Performance

for each attribute were as follows: Functional Adequacy
(Adequacao Funcional) 5.0 (100%), Reliability (Confia-
bilidade) 5.0 (100%), Usability (Usabilidade) 4.8 (96%),
Performance Level (Nivel de Desempenho) 4.9 (98%),
Compatibility (Compatibilidade) 4.8 (96%), and Secu-
rity (Seguranga) 5.0 (100%). These high scores indicate
the system’s effectiveness in meeting user expectations
and requirements.

Specifically, in terms of Functional Adequacy, it is
observed that 100% of the evaluators rated the system
as '’Completely Appropriate,” resulting in a percentage
average of 100%. This assessment confirms that the tool
fully meets the proposed requirements, highlighting its
effective functionality.

Similarly, the analysis of Reliability reveals that 100%
of the assessments indicated ’Completely Appropriate’
levels. The percentage average for this attribute also
reached 100%, indicating the professionals’ confidence
in the APSEA’s ability to execute its functions reliably.

Usability of the APSEA achieved a percentage av-
erage of 86.67%, where the majority of participants
(86.67%) considered the system ’Completely Appropri-
ate,” while 13.33% opted for 'Very Appropriate.” This
evaluation underscores the efficiency of the APSEA,
making its use accessible and minimizing efforts on the
part of users.

When evaluating Performance Level, 93.33% of the
evaluators rated the APSEA as ’Completely Appropri-
ate,” while 6.67% opted for 'Very Appropriate.” The as-
sessment highlights the system’s effectiveness in achiev-
ing high performance, meeting user expectations satis-
factorily.

In terms of Compatibility, all evaluations, totaling
100%, indicated 'Very or Completely Appropriate’ lev-
els. This assessment emphasizes the excellent ability of
the APSEA to maintain its performance over time.

Finally, the Security of the APSEA was rated as
"Completely Appropriate’ by 100% of the participants,
resulting in a percentage average of 100%. This con-
firms that the data protection and information security



11

measures of the APSEA are adequate and meet the in-
tended objectives.

Notably, 14 out of 15 participants had no sugges-
tions for improvement, expressing satisfaction. How-
ever, one participant suggested enhancing user experi-
ence by incorporating more illustrative and playful in-
formation about Social Engineering attacks. This pro-
posal aims to make learning more engaging and visually
appealing.

In conclusion, the evaluations affirm the success of
APSEA in addressing Social Engineering threats, demon-
strating high performance and user satisfaction.

8 Conclusion

The results of the evaluation of our expert system (APSEA)

aimed at awareness and prevention against social engi-
neering attacks demonstrate that the approach adopted
is effective in achieving its objectives. The system was
developed to offer interactive training capabilities, pre-
sentation of educational content and assessment of user
awareness.

Through interactive exercises and quizzes, users have
the opportunity to learn about the risks associated with
social engineering, the tactics used by attackers, and
best practices for preventing these attacks. The ability
to customize educational content and quizzes allows the
IT Manager to adapt the system to the organization’s
specific needs.

Analyzing user responses and applying the forward
chaining method allows the identification of specific vul-
nerabilities. The system generates detailed reports that
highlight areas where users demonstrate a lack of aware-
ness or poor security practices. These reports are made
available to the Risk Manager, enabling corrective mea-
sures to be taken and continuous improvement of infor-
mation security awareness.

Using APSEA promotes information security and
prevents social engineering attacks. It prepares users to
recognize and respond effectively to threats, reducing
the risk of exposure to attacks and mitigating severe
impacts on sensitive data.

Through this system, information security aware-
ness is improved, users are trained and vulnerabilities
are identified, promoting a safer environment for orga-
nizations.

Suggestions for future work include the expansion of
APSEA to mobile platforms, such as Android and iOS,
to enhance accessibility and reach a broader audience.
Additionally, exploring the integration of complemen-
tary Al resources, such as Machine Learning and Neural
Networks, could further enrich APSEA’s capabilities,

offering a more comprehensive solution for awareness
and prevention against social engineering attacks.

While the study provides valuable insights, it is es-
sential to acknowledge certain threats to validity. The
limited sample size of 15 participants within the Infor-
mation Technology sector, while necessary due to lo-
gistical constraints, may impact the generalizability of
results. Future studies should consider expanding the
sample to include a more diverse participant pool, en-
compassing various sectors and public entities, for a
more comprehensive understanding.

The study’s bias towards the technology sector might
limit the direct applicability of conclusions to other in-
dustries. Additionally, resource constraints, including
time and participants’ availability, pose challenges to
the study’s depth and quality. Acknowledging these lim-
itations is crucial for interpreting and applying the re-
sults effectively.

In future research, addressing these validity threats
and considering a more extensive and diverse partici-
pant pool will contribute to a more robust understand-
ing of the effectiveness and applicability of APSEA across
different organizational contexts.
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